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Managing
IT-OT Convergence
4 considerations to reduce your organization’s risk 
exposure and provide a better employee experience
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The idea of convergence has been around since the beginning of 
technology. Integrating technologies can make them interoperate as 
a single cohesive system resulting in increased efficiency, reduction in 
errors, reduced costs, enhanced workflows, and competitive advantages. 

We see this convergence in everyday technologies. A relatable example 
is vehicle technology. Vehicle sensors, actuators, and communications 
allow cars to transmit real-time global positioning movements and 
engine condition data back to the manufacturer for analysis. Real-time 
data, such as upcoming traffic or weather conditions, can be passed 
back to the driver. The result is better driving decisions, improved vehicle 
servicing, and overall driver safety. This simple (yet complex) example 
could not happen without IT/OT convergence. 

Operational technology (OT) networks control a wide range of 
critical operations and infrastructure, from manufacturing facilities to 
transportation networks and energy plants. While IT and OT systems 
have previously existed separately, the evolution of technology and 
industry has brought the two together in a trend referred to as IT/OT 
convergence.

Information Technology (IT) networks connect people to the Internet for 
necessary general-purpose use. The integration of IT and OT networks 
has helped organizations across multiple sectors eliminate operational 
silos, gain visibility, and make their employees’ jobs easier. This 
convergence of systems is at the core of the connected factory concept, 
for example. The advantages are potentially endless and are only just 
beginning to be explored.

4 considerations to 
reduce your organization’s risk 
exposure and provide a better 
employee experience
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“IT networks have a lot of inherent risks because 
they’re connected to the Internet,” explains Chris 
Sullivan, CEO of Nymi. “When you connect OT to 
IT, you’re exposing your OT networks, which could 
be critical for any number of reasons; they might be 
controlling a power grid or water supply – whatever 
it may be, you’re exposing that infrastructure, as well 
the entire population of people who depend on 
those infrastructures.”

Hackers understand this and are increasingly 
attacking critical infrastructure and seizing the OT 
networks for ransom. 

These examples show all too well that while 
cyberattacks originate and occur in the digital space, 
they can have a hugely significant, and potentially 
deadly, impact in the physical world. As reported 
in the Verizon Data Breach Investigations Report 
(VDBIR) every year since its inception, lost, stolen, or 

Are you prepared to navigate a shifting cybersecurity 
threat landscape?

compromised identities are at the root of most OT 
breaches. In the words of Bret Arsenault, Microsoft 
CISO, “Hackers don’t break in. They log in.” The 
conflict lies in the fact that a beautifully integrated 
OT ecosystem that is better for business and 
employees necessarily exposes that ecosystem to 
greater risk.

The business and societal consequences of such an 
attack can be catastrophic. Production stoppages 
in the pharmaceuticals industry, for instance, are 
highly costly. In 2017, an attack directed at the 
Ukranian government also found its way into 
the IT networks and manufacturing lines (OT) of 
pharmaceuticals giant, Merck. With the company 
offline for weeks, a loss of $1.3bn was reported.

Such OT-related attacks appear to be increasing 
as well. “It’s only going to get worse,” says 
Sullivan. “The adversaries are going to get more 
sophisticated. As defenders, we need to think 
about what we can do to continue to harden these 
networks yet, at the same time, continue to open 
them up.”

There’s a hitch when trying to converge IT with OT.
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Meatpacker JBS USA gets attacked by 
Russia-linked hacking group, REvil (also 
responsible for the Colonial Pipeline 
attack a month before). While JBS 
recovers relativley quickly, they pay a 
ransom equivalent to $11 million.

Colonial Pipeline suffers a ransomware 
cyberattack that shuts down 45% of the 
fuel supply for the Eastern US for a week 
and causes extensive ripple effects, 
including the panic buying of gas.

Oldsmar, FL city water department gets 
breached, and attackers increase the 
amount of sodium hydroxide (NaOH) 
in the system by 11,100% (enough to 
become a highly caustic drain cleaner). 
Fortunately, the attack is noticed and 
corrected immediately.

https://www.reuters.com/technology/jbs-paid-11-mln-response-ransomware-attack-2021-06-09/
https://www.bloomberg.com/news/articles/2021-05-13/colonial-pipeline-paid-hackers-nearly-5-million-in-ransom
https://www.bloomberg.com/news/articles/2021-05-13/colonial-pipeline-paid-hackers-nearly-5-million-in-ransom
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In response to the conundrum, many companies 
consider the re-segmentation of IT and OT as the best 
solution. This involves ‘air gapping’ high-risk networks, 
restricting connections, and prohibiting traffic. But where 
does this leave remote access, cloud services, and 
enterprise resource planning (ERP): each now a critical 
aspect of an enterprise’s operation? 

In addition, air gapping high-risk networks does 
not provide overall visibility into the industrial 
networks. There are no real-time outputs in industrial 
or manufacturing environments limiting timely 
responsiveness to incidents. 

By segmenting IT from OT and introducing tighter 
security controls, organizations are also putting the 
burden of strong security and compliance on the backs 
of their employees. “Typically when we increase controls, 
we improve one or both, but make life harder on the 
user. If you put too much burden on the workers to make 
things works correctly, they’ll get fatigued, become prone 
to human error, and find a way around it,” notes Sullivan.

Shifting the responsibility for creating secure and 
private connections from the worker to a platform 
simultaneously addresses several known pain points in 
security, compliance, and employee experience.

Is re-segmentation viable? 

Who shoulders the security and compliance burden?

IT-OT Convergence

Let’s say it like it is: re-segmentation is not a viable solution. 

#2

“Re-segmentation 
would represent a big 

step backward, and 
above all, is simply 
not viable in many 

environments. There’s 
too much business 

value in connecting 
networks and there’s 

no turning back.”

#3

Right now, it’s on the employees. But, it shouldn’t be. 

Chris Sullivan, CEO, Nymi
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According to Forrester, investments in digital 
transformation are rising at more than three times the 
rate of overall IT spend. IT professionals understand 
that as more and more operational technology (OT) 
devices are connected to IT networks to enable digital 
transformation; a deliberate approach is required to 
connect workers. An approach that prioritizes security, 
privacy, and best UX principles all at once. As the 
threat of OT breaches rises, and the need for digital 
transformation grows, better security strategies are 
needed.

Unsecure connections between IT and OT are fragmented, risky, and 
cumbersome. A connected worker platform enables organizations to 
proactively resolve the IT/OT conundrum by managing and connecting data, 
systems, and workers in a manner that is safe, secure, and simple. A connected 
worker platform represents a fundamental shift away from an IT-centric 
approach and towards a human-centric approach to workplace connectivity. 
One where identity is moved to the secure edge and connectivity follows the 
worker, not the system or device.

In practice, this requires presence, non-repudiation (can’t be copied), and 
continuous authentication for collusion/coercion prevention and detection 
(e.g., biometrics to activate with continual on-body detection to continue use). 

The Nymi Connected Worker Platform provides a connectivity paradigm shift 
to a wearable biometric-based platform that connects workers across multiple 
environments in a Zero Trust and Privacy by Design framework that employers 
and employees can confidently embrace. This connected worker approach 
empowers companies with the right security and user experience measures 
to successfully navigate the IT/OT connectivity paradox and safely unlock the 
benefits and competitive advantage of digital transformation.

Are you playing the DX long-game?

A better way 
to manage IT-OT 
convergence

Learn More
nymi.com

info@nymi.com

Follow Us
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Most organizations are not, which means there is an opportunity for those who do.  
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https://www.forrester.com/report/The-Global-Tech-Market-Outlook-For-2019-To-2020/RES147915
mailto: info@nymi.com
https://www.linkedin.com/company/nymi
https://twitter.com/nymiband
https://www.nymi.com/?utm_source=brief_ITOT&utm_medium=paper&utm_campaign=gen3
https://www.nymi.com/connected-worker-platform?utm_source=brief_ITOT&utm_medium=paper&utm_campaign=gen3



